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ID Access 1000 / ID Modul 1000 Introduction
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Introduction Installation and Test Operation Manual

1 Introduction

1.1 Overview

The ID Access 1000 is an embedded RFID network module, which can be made up of one network system without stand-
alone wire connection by using existing computer networks.

It is available with multiple mode of TCP/IP network and enables reader response immediately and timely when there is
any card operation on remote computer, and realizing remote control and build up one system combining local system and
different areas.

1.2 Key Features

. Plug and play networking

° TTL to TCP/IP embedding network module

. Support mode of TCP server, TCP client, UDP appointed, UDP normal, etc
° Compliant with 1SO14443A/B, 1SO15693

. Low power consumption, no heat cooler needed

1.3  Typical Application

. Industry control

. Access control

. Building automation system
. Remote control

. Network control system

1.4  Available Versions
. Device with housing for wall mounting ID Access 1000 V2  R-EA-WR-ET-HF-V2
. Module without housing ID Modul 1000-V2 R-OEM-ET-HF-V2

1.5 The Test Software »RFID Reader«

This DEMO is just for testing used, other specific app or request on function button, please refer to APl documents, demo
code and other second development files for your own program, or contact our sales for customization.
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ID Access 1000 / ID Modul 1000 Housing
2 Housing
2.1 Dimensional Drawing
Table housing, drawing with dimensions and mounting holes.
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2.2

Access the pin from below:

Remote it completely:

Open the Housing

Pull out the pinhead with your finger:

Now you can lift off the cover.

HF RFID Reader
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Housing

Installation and Test Operation Manual

2.3  Close the Housing

Separate both parts before re-fitting:

Put in the center pin:

Re-fit the expansion peg first:

Press down the center pin completely:
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ID Access 1000 / ID Modul 1000 Electrical Connection

3 Electrical Connection

3.1 Preparation

Remove the top PCB to gain an easy access to the Ethernet connector below.

3.2 Position of Ports

Relay Output

Power Supply Input

Ethernet Connector

The relay is a closing contact (NO).

HF RFID Reader Page 7 of 22



Ethernet Connection Installation and Test Operation Manual

4 Ethernet Connection

Factory default IP address is: 192.168.1.10
Factory default Port is: 8000

Important Note

Do not connect any device to your network before it has been configured. Before connecting it your network, check that
the desired IP address has been set. A device may have any factory-set IP address. A device with the wrong settings may
impede the functioning of your network.

4.1 Connecting with The Device

Checkmark TCP IP first.
SYSTEM MODE SELECT HELP EXIT
SYSTEM 1S014443A ULTRALIGHT CPU 1501444; , . .
In case you don’t know the IP address of the device, use the [search] function.
This will take some time, so please be patient. This will only work in the same
[] comPORT TCR IP . ) . .
subnet, so set your service PC according in the suitable network address range.
COMPORT |COM1 BAUDRATE |9B00

DEVICE ADDR {00 SEARCH BAUD f h dd . k . I o
- FEEETaTT — If the IP address is known, simply type it in.
Port IP MODIFY
P— Tipp: Use copy & paste to reuse IP addresses from a text file.
SWVERSION: HF DEMO-V4.0
HY VERSION:  IDT527EVE.0 When the IP address is shown press [connect]. Now the software should connect
S to the device and show a brief version information gathered from the device:

4.2  Network Settings

Use [IP Modify] to open this dialog. Change the values as desired for your application.

& IP MODIFY

Use the Following IP address
[ Get IP address from DHCP Server

|P Address |182.16B.1.10

Subnet Mask [=22.c23.202.U

Cateway |192.166.1.1

DMS Server |208.67 222222

Socket Type | TGP Server ~
Femote Hoot | 192.168.1.207

Remote Port

o o
[ na
C ]
s =

Local Port

Apply Settings

Page 8 of 22 RFID Devices



ID Access 1000 / ID Modul 1000

Ethernet Connection

4.3  Using “S2E ConfigTool_V1.4”

Tab “Basic Settings”

M S2E ConfigToo 4)

#) Serialto Ethernet
7 31P: 192 168.10.6

Basic Settings  Portl

1 Mame: F31003

Product Information
Device Type:
Serial Number:

Firmwar Status:

) #ﬂ.ﬂ. ly Settings - Upload Firmware @ Reset -
192.168.10.99 0 ij\ Search pply Setting 1‘0[ p

& Eat

FE1003
20200721-ECOFID400BS8

Firmwar Version: V1.3

Mormal

Metwork Settings
() Use the Follow IP Address
(@) Get IP Address from DHCP Server

1P Address: 192.168.10.61
Submet Maske | 233.233.235.0
Gateway: 192.168.10.10
DN Server: 217.151.144.10

Other Settings

e MAC Address:

ECAF-0D:40:0B:58

Device Name:  |FS1008 |
User Mame; |adm.1'.ﬂ |
Password: [reee |
HTTPPort: |80 |

[] Echo In AT Mode
[] Show Debug Messages

IE @ ConfigTool

Select the desired network interface of your PC from the drop-down menu.

Click on [Search], now the device you want to set should be listed.

Select the desired device to set.

Leave the device set to DHCP or set the desired Ethernet parameters of the device.

a s wne

Device Name: Here you can give the device a name that is helpful to you.

User Name/Password: this is the user name and password for access via the web interface. You can use this to block

access. In addition, you can disguise access to the web interface with an HTTP port that differs from the standard.
6: Please do not forget to save changed settings with [Apply Settings].

HF RFID Reader
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Ethernet Connection Installation and Test Operation Manual

Tab “Port 1”

M SIEC onfigTool (V1.4)

192,168.10.99 < Search #nﬂpply Settings - Iﬁl Upload Firmware @ Reset - x Exit
{-_;1 Serial to Ethernet Basic Settings Portl
L@ IP: 1921681061 Name: FS1005

Baud Rats: 113200 ™
Data'Stop/Parity: § «||1 | NONE ~
Flow Control: NONE w
Scoket Type: TCP Server ~
Modbus TCP to: NONE ~
Remote Host: |192.168.10.201 |
Remote Port: 8234 |

e Local Port: 8808 |

e Data Packing Time: |30 me ((-60000)
DataPackingSize: [0 | byte (0-2048)

o Inactivity Time: ms (0~60000)
Reconnection Time: [0 | ms (0~60000)
KeepAliveTime: [0 | 5s(0-259)
Connect TCP Server when (). Power On ~
Auto Meszage (The First Data Pacleet from Devies):
0. No meszage ~
(] Request Admin Password
Clear Data Buffer when TCP Connected

I @ConfigToal

The screenshot shows factory settings. Normally you should not need to change anything here.

In case you need to change settings, please do not forget to save changed settings with [Apply Settings].

Important Note!

Please do not change the values “Baud Rate”, “Data/Stop/Parity”, “Flow Control”, “Socket Type”, “Modbus TCP to”.
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ID Access 1000 / ID Modul 1000 Ethernet Connection

4.4  Using the Web Interface

Die Weboberflache ist unter der gleichen IP-Adresse erreichbar, wie sie im ,S2E ConfigTool_V1.4“ sichtbar ist.

4.4.1 Login Information

By factory default user and password is: admin

4.4.2 Menu “Device View”

This gives an overview of the current settings. The settings cannot be changed here.

Firmwar Version: 1.4

Product Information

Device View

Basic Settings Device Mame: DE5-R845-5MP-V2 « Run time:

Device Type: FS1005 run time means the

Advanced Options ) . .
Serial Number: 20210125-ECSF0D4018B1 minutes since latest

Management Run Time: 180 seconds reboot.
Serial Rx: 0 * TX/RX Count:
Searial Tx: 0 TX/RX count give us

Network Information

a calculation of the

total byte we have
DHCP: ON

IP Address: 192.168.10.102 been.
Subnet Mask: 255.255.255.0
Gateway: 192.168.10.10

DMS Server: 217.151.144.10

Socket Information

Mode: TCP Server
Local Port: 8898
Remote Host: 192.168.1.201
Remote Port: 8234
UART Information

Baud Rate: 115200
Date Bit: 8
Parity: MOMNE
Stop Bit: 1
Flow Control: NOMNE

HF RFID Reader Page 11 of 22



Ethernet Connection Installation and Test Operation Manual

4.4.3 Menu “Basic Settings”

Firmwar Version: 1.4

Device View Network Setting

Basic Settings MAC Address: EC:9F.00D:40:18:B1 RIP type:
. M StaticIP or DHCP.
Advanced Options Use DHCP: dd .
1P Address: 192.163.10.102 IP Address:
Management Module's IP.
Subnet Mask: 255 2552550
Subnet Mask:
Gateway: 192.168.10.10
Usually
DMS Server: 217.151.144.10 355.255.255.0
Socket Type: |TCP Server Usually router's ip
Remote Host: |192.168.1.20‘1 address
Remote Port: |8234 Load Port:
Local Port:[| 2898 1~65535. when

TCP Client, t thi
Modbus TCP to: [NONE 1E0E, SEEEUS

5 to 0 means use
UART Setting

Baud Rate: | 115200
Date Bit: 8

Parity: | NONE
Stop Bit: |1

random local port.

Remote Port:

1~65535

Flow Control: |NDNE

Note

The factory settings are framed in green. Normally you should not need to change anything here.

1:  Keep DHCP or set the desired IP address for the device.
2:  Set,Llocal Port” to the desired listening port number.
3: Make sure to press [Save Settings] to save the settings permanently.

Important hint!

Do not change the settings ,,Socket Type“, ,Modbus TCP to” in sction ,Socket Setting”.
Do not change the settings in section , UART Setting”.
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ID Access 1000 / ID Modul 1000

Ethernet Connection

4.4.4 Menu “Advanced Options”

Firmwar Version: 1.4

Device View
Basic Settings
Advanced Options

Management

Parameter Setting

Device Mame

User Mame:

HTTP Port

: | DES-R845-SMP-V2

|admin

: (80

Data Packing Size(byte)

:|E]

Device Name:
max length is 15
char.

User Name:

max length is 5

Data Packing Time(ms}:[| 50 | char.

HTTP Port:
Default 80.

Reconnection Time(ms): |0
Inactivity Time(ms):||60000
Keep Alive Time(5s): [0

Verify the Connection: |No

Reset:

Click to make your

config take effect.

Data packing size

Default 0{0~2048).

Send Hello Message: |None

Connection Condition: | Connect Socket after Power On

Data packing time
Clear Buffer if Connect:

Default
0{0~60000).

Debug Message Enable: [

AT Echo Enable: [ Reconnection

e Save Settings time:
Default 0

{0~60000).
Inactivity time:

Default 0

(0~60000}.

The factory settings are framed in green. Normally you should not need to change anything here.

When useful put a ,Device Name“ for your own interest.
,User Name“ is the user name for the web interface.

The password settings are done in the site ,Management”.
You can change the web server port to any other port.

w

Make sure to press [Save Settings] to save the settings permanently.

Important hint!

Do not change any other settings here.
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Ethernet Connection

Installation and Test Operation Manual

4.4.5 Menu “Management”

Firmwar Version: 1.4

Device View

Basic Settings
Advanced Options

Management

=

Old Password: | |
{1
| | Set

Password:

Max length is 5
Mew Password: |

char.

Confirm Password: | Logout:

Management Click to make quit

Logout: the web page.

Reset:

Reset Device:

Click to make
restart the module.
Default:

Click to make

Factory Default:

module restore

factory setting.

You can change the current password to a new password. The factory default password is ,, admin®. To change the

password type in your current password in ,,0ld Password“ and type in the new password in ,,New Password”. Confirm

the new password in the field ,Confirm Password”.
Make sure to press [Save Settings] to save the new password permanently.

N

For security reasons you should logout after changing the password by pressing [Logout].

Page 14 of 22
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ID Access 1000 / ID Modul 1000 Test Operation

5 Test Operation
5.1 15014443 Type A operation

5.1.1 1S014443A Search card

Please enter to “ISO14443A Type A” operation interface, and click “Search” to look for cards in the reading field.
This command replies with the ATQ bytes and the length of the UID.

In order to get the UID you can perform a Read Block #00 command.

# HF READER V4.0

SYSTEM MODE SELECT HELP EXIT
SYSTEM  ISO14443A  ULTRALIGHT  CPU IS0144438  I1SO15653
INITALIZE
SEARCH CARD
IDEL KEYA secToR (01 | kev [FFFEFFFFFFFF
IDEL 1 ~8earch Card SEARCH
QAL [Jkeve  wALUE |B4000000 INITALIZE
HALT
HALT INCREMENT
IDEL KEYA secToR (01 | key [FFFFFFFFFFFF
Read from RFID Card JAL [JKEYE  wALUE |010DD000 INCREASE
READ
IDEL KEYA BLOCKS |E1 | KEY |FF FF FFFFFF FF | DECREMENT
IDEL KEYA  SECTOR [O1 KEY [FFFF FFFFFFFF
[JAL [JKErB  ADDR OAuto | Reap L] |
[JALL [Jkeve  walue |01000000 DECREASE

WRITE Write to RFID Card
IDEL KEYA E!LOEKS|E1 | KEY |FF FFFFFFFFFF |

[J &L []KEYE  ADDR [JAUTO | wWRITE

FF FF FF FF FF FFFF FF FF FF PR PP R R AABE

Log Window

You can clear the messages hereELEAR

5.1.2 Read data of card blocks

To operate card blocks information reading, card supporting types can be Mifare 1K, Mifare 4K, and the working mode
optional with Idle mode and All mode.

Remark:
. Under idle mode, all cards in the IDLE state shall respond synchronously with ATQA
. Under All mode, all the card in the IDLE or HALT state shall respond synchronously with ATQA.

“Blocks “dialog box stands for the blocks number to be read in one time, and the “Addr” is the start address of this reading,
the “KEY” default is FF FF FF FF FF.
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Test Operation Installation and Test Operation Manual

If the reading block/blocks is/are encrypted, please get and input the special key, see following:

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong
code, please refer to Wrong code list to know their definition.

The settings shown mean this:
. Read using Key A
. Read 01 Blocks
. Reader starting block 0x00
. The Key is FF FF FF FF FF FF (RFID chip default)

5.1.3 Write data into card blocks
To operate card blocks information writing, card supporting types can be Mifare 1K, Mifare 4K, and the working mode

optional with Idle mode and All mode.

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong
code, please refer to Wrong code list to know their definition.

Remark

The Key (A or B) is always needed read or write data. If the Key has not been set to a different value than the factory default,
the standard FF FF FF FF FF FF is automatically added in the demo software.
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ID Access 1000 / ID Modul 1000 Test Operation

5.2  Ultralight operation

5.2.1 Search Mifare Ultralight

This procedure is need before reading or writing any specific page, just Click the “Search”, then you will get the CardID
displaying in Message box, shown as below:

# HF READER V4.0

SYSTEM MODE SELECT HELP EXIT
SYSTEM 1IS014443A ULTRALIGHT CPU 1501444328 IS015693

Search Card

IDEL [ ALL SEARCH

CARD D | + Halt Card

HALT

Read / Write Data
PAGE ADDR |00 ¥~ Select Page here | READ
| | WRITE
Log Window
CLEAR

5.2.2 Read data from page

Please choose the page number in the drop-down list box, then click “Read”, then get the information of the paged
chosen. You can only read one page at a time.

5.2.3 Write data to page

To write information to the page, select the page number to be written under drop-down list box, input data need to be

written into (4 bytes), then click “Write”.

To check out if the writing success, you could see the information return in the Message box, also you could operate to
read the page just wrote.
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5.3  CPU card operation

This interface is used for contactless CPU cards compliant with ISO 14443A standard, here we provide three function button,
including RATS (Request for Answer to Select), RST ANT (Reset Antenna) and Send APDU.

These three functions are fit for all common types of contactless CPU card.

® HF READER V4.0

SYSTEM MODE SELECT HELP EXIT

SYSTEM 1501444 3A ULTRALIGHT

REQUEST

SEND DATA

DOB4 000008

cPU

RATS

RST ANT

APDU

1IS014443B ISO15633

CLEAR

Page 18 of 22

RFID Devices



ID Access 1000 / ID Modul 1000

Test Operation

5.4 15015693 Operation

™ HF READER |

SYSTEM MODE SELECT HELP EXIT
SYSTEM  I1S014443A  ULTRALIGHT CPU  ISO14443B  ISO13693
15015693 COMMAND SYSTEM INFO&SECURE INFO
SEARGH CARD [] AUTO INVENTORY SYSTEM INFO
Aaz (02 Jup | | GETSYSINFO
READ/WRITE
READ SECURE INFO
FLAG: ADDR: BLOCKS: FLAG: ADDR: BLOCKS:
READBLOCK o GETSECINFO
Ui | | | |
\WRITE TRANSMIT COMMAND
FLAG: -EE ADDR: [05 | BLOCKS: -E1
WRITEELOCK LENGTH DATA: DATATRANS
LOcK
===
FLAG: BLOCKS: LOCKBLOCK MESSAGE
WRITEELOCK[AFI,/DSFID]
AFI
w@ ] m ware s
uD: | | LOCK_AFI
DSFID
FLAG: DSFID: WRITE_DESFID
uD: | | LOCK_DSFID
15693 GENERAL COMMANDS STAY_QUIET
SELECT
FLAG: ||:e | uID: |
RSTToReady CLEAR
5.4.1 Inventory

To search the card or cards in the reading field.

ss6miz D READER S
System Mode Select Help
@ System | M 1S014443-TypeA | 8 Ultralight |8 CPU | M 1S014443-TypeB | 11 15015693
System Info & Secure Info
| ~System Info T— -
< ™ Auto > Inventory ‘ Flag: {02 UlD:[ GetSysInfo
| pelasaiil % | -secure Info
Blocks: Flag: 02 2[00 Blocks:[0s
||
|| e il e
Flag: |02 Addr:[05  Blocks: |01 ‘ ;
[ |Length [02  Dataj0228 ataTransmi
|| o Data:[11 111111 | | fataliarert |
i e N
Lock
> =Inventory 4
\ ( Flag: [02 Block: 05 LockBlock ‘ <<UIDI:£0 04 01 00 7B 24 EB CE J
‘ 1 b
| ~Write@lock cAFI[DSAID) — || 1 card be detected
AFL
‘ Flag: [02 UID:I AFE:[06 Write AFI
‘ Flag: [02 UlD:I Lock_AFI |

HF RFID Reader
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Test Operation Installation and Test Operation Manual

5.4.2 Read block from block

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start
address and blocks number to be read.

Following is the example for the | CODE SLI chip cards, the Flag value is 02, as following:

System Mode Select Hel —
@ System | M 15014443-TypeA | 8 Ultralight |8 CPU | M 15014443-TypeB | i 15015693

[~15015693 Command -

blocks number — ~System Info & Secure lnfo
| ~Search Card =

~System Info

start address '_Autgl | Flagifo2 — M

Read — ~SecureInfo———
: . locks Flag: [02 Blocks: |05
Flag: |02 Addr: {01 ocks:| 05 ag: Addr: locks: -
|
uip: | uio: | ——
‘ e i ~Transmit C d :
Flag: |02 Addr:|o5  Blocks:{o1
= v Length [02  Dataj02 28 bataTransmi| |
| un:[ Data:[1111 1111 |
| Lock = — |[FMessage —
.Oc R, ABl,
k Flags:02 StartAddr01 Blocks:05
Flag: |Dz B!ock-|05 LockBlock ‘ > c 29= 2 Lt OLss

<<00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 11 11
11

erte & Lock ( AFI | DSFlD)

Flag: ,F umD AF ’F rite_AFI

Flag: ,a U]D:I Lock AFL

2013-8-9 21:52:30

5.4.3 Write data to block

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start
address and blocks number to be written.

Following is the example for the | CODE SLI chip cards, the Flag value is 0x02*

. Flag value 0x02 = non-addressed mode, every card shall react to this command
° Flag value 0x20 = addressed mode, the card must be addressed with its UID

System Mode Select Help
@ System | M 15014443-TypeA | 8 Ultralight |8 CPU | M 15014443-Types | 1 15015693

15015693 C d ~System Info & Secure Info
| ~Search Card — | ~System Info e
I~ Auto ‘ Flag: {02 uID: I GetSyslnfo
-Read/Write

| [-Secure Info

Flag:[02 Addr: |00 Blocks: |05 :

Read —————— —— 5
Flag: 02 Addr:[01  Blocks:[o5 —
o

uID:| =
| gppm— .
| Write i —
[ ~ Transmit C d
Flag: [02 Addr: {05 Blocks: (01
| [ = tengi 02 oeufozzs PataTransmi
‘ ‘ uID: Data:]11 11 11 11
‘ I
"‘°*'E o >>WriteBlock Flags:02 StartAddr:05 Blocks:01 B
Flag: | BIOCk" LockBlock < <Writing Success !
= Wnte & Lock (AF] \FI | DSFID ) Qs
Flag 02 UIDI AFL:{06 Write AFI | | ||
Flag: [0z | UID:] Lock AFT

5.4.4 Lock block

Here needed to input the right Flag of the using card and choose the blocks number to be locked. Attention: if the block
locked, rewriting for these blocks will be not available any more.
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ID Access 1000 / ID Modul 1000

Test Operation

System Mode Select Help
@ System | M 15014443-TypeA | 8 Ultralight |8 CPU | M 15014443-TypeB | i 15015693

-1S015693 Command — l 1— System Info & Secure Info
- Search Card—— System Infc
‘ Attention - — =) un: | GetSysInfo
~Read/Write —
-Read

Flag: |02 g0“, Reuwriting will be not available if the block locked ! fddcoo  [[Blocks:|05 o
uID: =

~ Write - ha

]
Fjs I_‘02 L’ ata] 02 28 DataTransmi)

ock—— Wri
>>WriteBlock Flags:02 StartAddr:05 Blocks:01 -
Flag: [02 Block: [05 LockBlock H 3

L
‘ | < <Writing Success !
; 2013-8-9 21:54:38

I~ Write & Lock ( AFI | DSFID ) —-
7AFF|]a;:TDZ—7 uID: AH:,F
Flag: ,E UID:] Lock_AFI

DSFID E—
Flag: W UID:| DSFID:(08
Flag: |02 UID:] Lock DSFID

15693 General Commands 7

|
| Fagf22 um
|
|

i

5.4.5 Write & Lock (AFI/DSFID)

Please refer to the ISO15693 standard.

5.4.6 15015693 General Commands

° Stay_Quiet: To make the card to be slept
. Select  To select the single card on the reading field
. RST to Ready  To wake-up the single card

5.4.7 System info & Secure info

This is to get the system & secure information of the card, here this testing demo is available with three buttons of

“GetSysInfo”, “GetSecurinfo” and “Data Transmit”.

HF RFID Reader
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6 Technical Specifications

Mechanical Specifications

Dimensions: 110 x 56 x 18 mm (without cabling, without housing)

Electrical Specifications

Power Supply: 12 Vdc (5 % regulated)

Power Consumption: < 180 mA (RFID active, relay ON)
Antenna: internal

Interface: Ethernet TCP/IP

Signals: Buzzer, LEDs,

Output: Relay

Max. switching power:  30W/37.5VA

Max. switching voltage: 220Vdc/250Vac

Max. switching current: 1A

Max. carrying current: 1A

Initial contact resistance: Maximum 100 mQ (initial)
Contact material: Silver alloy with gold overlay

Supported Standards / Tags

. ISO 14443 A/B, ISO 15693

. NXP MIFARE Ultralight® / Ultralight® C
. MIFARE® Classic Mini / 1K / 4K

. MIFARE® DESFire, SmartMX

. NXP |-Code SLI, Tl Tag-it HF-I, EM4135
. STM SRI-X 4K

Environmental Conditions

Operating Temperature: -10°C..+70°C
Storage Temperature: -20°C..+80°C
Humidity: 5%1to095%
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